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'LVFODLPHU

,¶P�QRW�D�VHFXULW\�H[SHUW�

6R�SOHDVH�FKHFN�HYHU\�ZRUG�,�VD\�



:KDW�ZLOO�ZH�FRYHU
Ɣ %DVLF�GHILQLWLRQV
Ɣ $WWDFN�VXUIDFH�LQ�ZHE�DSSV
Ɣ $WWDFN�YHFWRUV

ż &RPPRQ�YHFWRUV
ż 'HPRV
ż 0HDVXUHV�WR�UHGXFH�WKH�DWWDFN�VXUIDFH
ż 6FDU\�VWRULHV�IURP�P\�H[SHULHQFH



6RPH�GHILQLWLRQV�ILUVW
Ɣ 8*&�±�8VHU�*HQHUDWHG�&RQWHQW
Ɣ +DFNHU�±�D�SHUVRQ�ZKR�FDQ�ILJXUH�RXW�KRZ�WKLQJV�ZRUN�YHU\�TXLFNO\
Ɣ %ODFN�KDWV�±�KDFNHUV�ZKR�XVH�WKHLU�ILQGLQJV�IRU�EDG
Ɣ :KLWH�KDWV�±�KDFNHUV�ZKR�DUH�VHFXULW\�UHVHDUFKHUV�DQG�UHSRUW�SUREOHPV
Ɣ $WWDFN�YHFWRU�±�D�PHWKRG�KRZ�DQ�DSS�FDQ�EH�H[SORLWHG
Ɣ $WWDFN�VXUIDFH�±�EDVLFDOO\�DQ\�SDUW�RI�\RXU�VRIWZDUH�H[SRVHG�WR�WKH�ZRUOG

https://en.wikipedia.org/wiki/User-generated_content
https://en.wikipedia.org/wiki/Hacker
https://en.wikipedia.org/wiki/Black_hat
https://en.wikipedia.org/wiki/White_hat_(computer_security)
https://en.wikipedia.org/wiki/Vector_(malware)
https://en.wikipedia.org/wiki/Attack_surface


$WWDFN�VXUIDFH�LQ�:HE�DSSV
:HE�DSSV�KDYH�RQH�RI�WKH�ODUJHVW�DWWDFN�VXUIDFHV�EHFDXVH�

Ɣ 8QOHVV�LW¶V�D�VWDWLF�ZHE�VLWH��WKH\¶UH�PHDQW�WR�LQWHUDFW�ZLWK�WKH�XVHU
Ɣ 1RZDGD\V�WKH\¶UH�PRVWO\�UXQQLQJ�LQ�D�EURZVHU��-DYD6FULSW�
Ɣ %URZVHUV�DQG�ZHE�VWDQGDUGV��ZKLFK�DUH�PDQ\��DUH�QRW�XQGHU�\RXU�FRQWURO�

ZKHQ�\RXU�EXLOG�DQ�DSS�EXW��LQ�IDFW��WKH\¶UH�D�KXJH�SDUW�RI�\RXU�DSS



$WWDFN�9HFWRUV



6HQVLWLYH�'DWD�([SRVXUH
Ɣ &RQILGHQWLDO�GDWD�FDQ�EH�VHUYHG�DV�D�SDUW�RI�WKH�$3,�UHVSRQVH

�1���ZDV�KDFNHG�E\�UHVHDUFKHU�9LQFHQW�+DXSHUW�LQ������
Ɣ *LW+XE�DQG�7ZLWWHU�ZHUH�ORJJLQJ�SODLQ�WH[W�SDVVZRUGV�XQWLO�0D\������

$Q\�HQJLQHHU�KDG�DFFHVV�WR�\RXU�SDVVZRUG�XQWLO�WKHQ�RU�PD\EH�VWLOO�KDV
Ɣ $WWDFNHU�LV�DEOH�WR�

ż ,PSHUVRQDWH�D�XVHU�WDONLQJ�WR�WKH�WHFK�VXSSRUW
ż 5HVHW�WKH�SDVVZRUG
ż 6WHDO�LGHQWLW\

Ɣ 7R�SUHYHQW�
ż 1(9(5�ORJ�DQ\�VHQVLWLYH�GDWD
ż 1(9(5�SURSDJDWH�HUURU�PHVVDJHV�WR�WKH�XVHU�GLUHFWO\
ż 1(9(5�LQFOXGH�DQ\�LQIRUPDWLRQ�WR�WKH�UHVSRQVH�LI�LW¶V�QRW�VXSSRVHG�WR�EH�GLVSOD\HG

https://www.youtube.com/watch?v=KopWe2ZpVQI
https://gizmodo.com/github-tells-some-users-it-accidentally-stored-their-pa-1825702783
https://www.reuters.com/article/us-twitter-passwords/twitter-says-glitch-exposed-substantial-number-of-users-passwords-idUSKBN1I42JG?il=0


6HQVLWLYH�'DWD�([SRVXUH
+RZ�WR�GHEXJ�HUURUV�ZLWK�H[WHUQDO�XVHUV�WKHQ"

Ɣ 8VH�JHQHUDO�HUURU�PHVVDJHV
Ɣ (QFU\SW�DOO�GHWDLOV�LQWR�D�WRNHQ�ZKLFK�XVHUV�FDQ�DWWDFK�ZKHQ�WKH\�ILOH�DQ�LVVXH��

*RRJOH�XVHV�WKLV�DSSURDFK��RU�DW�OHDVW�XVHG�ZKHQ�,�JRW�����ODVW�WLPH�



64/�LQMHFWLRQ
Ɣ 2QH�RI�WKH�ROGHVW�DWWDFN�YHFWRUV
Ɣ &DQ�EH�SHUIRUPHG�YLD�LQSXW�ILHOGV�RU�85/
Ɣ $WWDFNHU�LV�DEOH�WR�

ż %\SDVV�DXWKHQWLFDWLRQ
ż 'HVWUR\�\RXU�GDWDEDVH
ż *HW�DFFHVV�WR�DQ\�GDWD�LQ�WKH�GDWDEDVH

Ɣ 7R�SUHYHQW�
ż 1(9(5�EXLOG�DQ�64/�TXHU\�DV�D�VWULQJ�PDQXDOO\
ż $/:$<6�XVH�OLEUDULHV�DQG�IUDPHZRUNV�WKDW�NQRZ�KRZ�WR�HVFDSH�TXHU\�SDUDPHWHUV

0RUH�KWWSV���ZZZ�RZDVS�RUJ�LQGH[�SKS�64/B,QMHFWLRQ

https://www.owasp.org/index.php/SQL_Injection


'HPR�DQG�WKH�VWRU\



64/�LQMHFWLRQ
([DPSOHV�

ū5'.'%6���(41/�WUGTU�
9*'4'�WUGTPCOG���ŧū
WUGTPCOG
ūŨ�#0&�RCUUYQTF���ŧū
RCUUYQTF
ūŧ�Ŭ

8VLQJ�ŧ�14�����DV�D�SDVVZRUG�ZLOO�IRUP�

5'.'%6���(41/�WUGTU�
9*'4'�WUGTPCOG���ŧUQOGŨ�#0&�RCUUYQTF���ŧŨ�14������ZKLFK�LV�DOZD\V�WUXH



64/�LQMHFWLRQ
([DPSOHV�

ū5'.'%6���(41/�WUGTU�
9*'4'�WUGTPCOG���ŧū
WUGTPCOG
ūŨ�#0&�RCUUYQTF���ŧū
RCUUYQTF
ūŧ�Ŭ

8VLQJ�ŧ��&412�6#$.'�WUGTU�DV�D�SDVVZRUG�ZLOO�IRUP�

5'.'%6���(41/�WUGTU�
9*'4'�WUGTPCOG���ŧUQOGŨ�#0&�RCUUYQTF���ŧŨ��&412�6#$.'�WUGTU

,W�ZLOO�GHVWUR\�\RXU�XVHUV�WDEOH��KRSHIXOO\�\RX�KDYH�D�EDFNXS



64/�LQMHFWLRQ
([DPSOHV�

ū5'.'%6���(41/�WUGTU�9*'4'�WUGTAKF���ŧū
WWKF
ūŨ�Ŭ

8VLQJ�ŧ�14�����DV�88,'�ZLOO�IRUP�

5'.'%6���(41/�WUGTU�9*'4'�WUGTA+&���ŧŨ�14�����

,W�FDQ�H[SRVH�LQIRUPDWLRQ�DERXW�DOO�WKH�XVHUV��GHSHQGV�KRZ�\RX�UHQGHU�WKH�UHVXOW�



&URVV�VLWH�VFULSWLQJ��;66�
Ɣ 8VXDOO\�SHUIRUPHG�YLD�8*&�RU�85/��LQ�ROG�EURZVHUV��WKDW�FRQWDLQV�-DYD6FULSW
Ɣ $WWDFNHU�LV�DEOH�WR�

ż 6WHDO�DQ\�LQIRUPDWLRQ�DVVRFLDWHG�WR�WKH�ZHE�VLWH�DQG�VWRUHG�LQ�\RXU�EURZVHU��FRRNLHV��ORFDO�
VWRUDJH�FRQWHQW��JOREDOO\�VWRUHG�GDWD�LQ�-DYD6FULSW��HWF

ż 3HUIRUP�DQ\�DFWLRQ�RQ�\RXU�EHKDOI
Ŷ +773�UHTXHVWV
Ŷ )RUP�VXEPLVVLRQ
Ŷ 5HGLUHFW

Ɣ 7R�SUHYHQW�
ż $/:$<6�ILOWHU�HVFDSH�DOO�WKH�8*&�DQG�85/�SDUDPHWHUV�HLWKHU�RQ�LQSXW�RU�RXWSXW
ż 1(9(5�UHQGHU�DQ\�8*&�DV�GDWD�LQ�VFULSW�WDJV�RU�'20�QRGH�DWWULEXWHV
ż 3URWHFW�FRRNLHV�ZLWK�JVVR1PN[�LI�SRVVLEOH��VR�-DYD6FULSW�KDV�QR�DFFHVV�WR�LW

https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)


'HPR�DQG�WKH�VWRU\



&URVV�VLWH�VFULSWLQJ��;66�
([DPSOHV�

Ɣ 'DWD�UHQGHUHG�GLUHFWO\�IURP�85/�ZLWK�QR�HVFDSLQJ�ILOWHULQJ
Ɣ 8*&�LV�QRW�HVFDSHG�ZLWK�+70/�HQWLWLHV����DV��NV��� �DV��IV���HWF�
Ɣ 8*&�LV�HVFDSHG�RQO\�IRU�NQRZQ�WDJV�OLNH��UETKRV ���FKX ���URCP ��HWF�
Ɣ 8*&�LV�UHQGHUHG�LQVLGH�D�VFULSW�WDJ�DQG�FRQWDLQV���UETKRV 

https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)


$QFKRU�DEXVH
Ɣ 3HUIRUPHG�YLD�UHQGHULQJ�OLQNV�ZKHUH�JTGH�LV�8*&
Ɣ $WWDFNHU�LV�DEOH�

ż 7R�SHUIRUP�;66�DWWDFN�XVLQJ�H�J��LCXCUETKRV�CNGTV
ŧ[QW>ŨTG�JCEMGFŨ�
ż 7R�VWHDO�\RXU�FXUUHQW�85/�LQFOXGLQJ�TXHU\�YLD�FQEWOGPV�TGHGTTGT
ż *HW�DFFHVV�WR�WKH�SUHYLRXV�SDJH�YLD�YKPFQY�QRGPGT�DQG�HYHQ�PDNH�FKDQJHV

�PDGH�SXEOLF�E\�0DWKLDV�%\QHQV�LQ������

Ɣ 7R�SUHYHQW�
ż $OORZ�RQO\�JVVR��DQG�JVVRU��DV�85/�VFKHPD
ż 5HGLUHFW�WR�\RXU�SUR[\�ILUVW�DQG�WKHQ�WR�WKH�H[WHUQDO�85/�VWULSLQJ�DOO�WKH�GDWD
ż 1(9(5�VWRUH�VHQVLWLYH�GDWD��OLNH�WRNHQV��LQ�85/
ż $/:$<6�VHW�TGN��PQQRGPGT�PQTGHGTTGT��IRU�H[WHUQDO�OLQNV

https://mathiasbynens.github.io/rel-noopener/
https://twitter.com/mathias


'HPR�DQG�WKH�VWRU\



$QFKRU�DEXVH
([DPSOHV�

Ɣ )HHG�ZLWK�8*&�ZKHUH�XVHUV�SRVW�OLQNV�ZLWK�LCXCUETKRV��DV�VFKHPD
Ɣ 85/�FRQWDLQV�D�VHFXULW\�WRNHQ�LQ�TXHU\�DQG�WKH�XVHU�FOLFNV�D�8*&�OLQN
Ɣ $�PDOLFLRXV�ZHE�VLWH�FKDQJHV�DGGUHVV�RI�D�SUHYLRXV�WDE��XVHU�WULFNHG�LQWR�

VXEPLWWLQJ�ORJLQ�DQG�SDVVZRUG�RQ�D�IDNH�SDJH



&URVV�6LWH�5HTXHVW�)RUJHU\��&65)�
Ɣ &DQ�EH�SHUIRUPHG�YLD�+70/�IRUPV�RU�HYHQ�HPEHGGHG�LPDJHV
Ɣ $WWDFNHU�LV�DEOH�WR�H[HFXWH�DQ�DFWLRQ�RQ�XVHU¶V�EHKDOI��H�J��EDQN�WUDQVIHU�
Ɣ 7R�SUHYHQW�

ż 1(9(5�FKDQJH�WKH�VWDWH�RQ�*(7�UHTXHVWV��WKHVH�UHTXHVW�FDQ�EH�WULJJHUHG�E\�DQ�LPDJH
ż $/:$<6�XVH�D�ULJKW�+773�PHWKRG
ż $/:$<6�FRQILJXUH�&URVV�2ULJLQ�5HVRXUFH�6KDULQJ��&256��SURSHUO\
ż $/:$<6�XVH�D�UDQGRP�&65)�WRNHQ�ZKLFK�LV�JHQHUDWHG�E\�WKH�ZHEVLWH�HYHU\�WLPH�WKH�XVHU�

ORDGV�WKH�SDJH�DQG�H[SLUHV�VRRQ

https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://en.wikipedia.org/wiki/Cross-origin_resource_sharing


'HPR�DQG�WKH�VWRU\



&URVV�6LWH�5HTXHVW�)RUJHU\��&65)�
([DPSOHV�

Ɣ $Q�$3,�HQGSRLQW�WKDW�GHOHWHV�D�XVHU�XVLQJ�*(7�LQVWHDG�RI�'(/(7(�PHWKRG��
$WWDFNHU�HPEHGV�D�PDOLFLRXV�WDJ�
�KOI�UTE�ŬJVVRU���CFOKP�YGDUKVG�WUGTU!CEVKQP�FGNGVG�KF���Ŭ 

Ɣ $WWDFNHU�SXWV�D�PDOLFLRXV�IRUP�RQ�D�ZHEVLWH�WKDW�VXEPLWV�WR�DQRWKHU�ZHEVLWH�
ZKHUH�WKH�XVHU�ORJJHG�LQ
�HQTO�CEVKQP�ŬJVVRU���CFOKP�YGDUKVG�WUGTUŬ 
���KPRWV�V[RG�ŬJKFFGPŬ�PCOG�ŬWUGTPCOGŬ�XCNWG�ŬDCVOCPŬ 
���KPRWV�V[RG�ŬJKFFGPŬ�PCOG�ŬRCUUYQTFŬ�XCNWG�ŬKCODCVOCPŬ 
���DWVVQP�V[RG��UWDOKV� &QPCVG�VQ�MKVVGPU΁��DWVVQP 
��HQTO 

https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)


&URVV�6LWH�5HTXHVW�)RUJHU\��&65)�
6LPSOH�&65)�WRNHQ��(QFU\SWHG�7RNHQ�3DWWHUQ��

Ɣ (QFU\SW�]�ūVKOGUVCORŬ�������������ūWUGT+FŬ������_�ZLWK�$(6���
Ɣ 3XW�WKH�JHQHUDWHG�WRNHQ�LQ�HDFK�IRUP�UHQGHUHG�RQ�VHUYHU

�HQTO�CEVKQP�ŬJVVRU���CFOKP�YGDUKVG�WUGTUŬ 
���KPRWV�V[RG�ŬJKFFGPŬ�PCOG�ŬEUTHŬ�XCNWG�ŬTCPFQOVQMGPXCNWGŬ 
������������������������������
���DWVVQP�V[RG��UWDOKV� 5WDOKV��DWVVQP 
��HQTO 

Ɣ 'HFU\SW��GHVHULDOL]H�DQG�YDOLGDWH�XVHU�,'�DQG�OLIHWLPH�RI�WKH�WRNHQ�ZKHQ�WKH�
IRUP�LV�VXEPLWWHG

https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_%28CSRF%29_Prevention_Cheat_Sheet#Encrypted_Token_Pattern


LIUDPH�UHODWHG�YHFWRUV
Ɣ 3HUIRUPHG�YLD�HPEHGGLQJ�\RXU�ZHE�DSS�LQ�DQ�KHTCOG�RQ�WKH�DWWDFNHU¶V�

ZHEVLWH��2OG�EURZVHUV�FRXOG�OHDN�NH\�SUHVV�HYHQWV�IURP�WKH�KHTCOG�
Ɣ $WWDFNHU�LV�DEOH�

ż 7R�UHFRUG�HYHU\WKLQJ�XVHU�W\SH�LQVLGH�WKH�KHTCOG��\RXU�ZHE�DSS��LQ�,(
ż 7R�WULFN�\RXU�XVHUV�WKDW�WKHLU�ZHEVLWH�LV�D�SDUW�RI�\RXUV��H�J�SXW�DGGLWLRQDO�ILHOGV�

Ɣ 7R�SUHYHQW�
ż 'RQ¶W�DOORZ�WR�HPEHG�\RXU�ZHE�DSS�LQ�DQ�LIUDPH�IUDPH

Ŷ +HDGHU�:�(TCOG�1RVKQPU��FGP[
Ŷ &RQWHQW�6HFXULW\�3ROLF\��&63���HTCOG�CPEGUVQTU�	PQPG	

https://content-security-policy.com


8QUHVWULFWHG�)LOH�8SORDG
Ɣ &DQ�EH�SHUIRUPHG�YLD�DQ\�ILOH�XSORDG�HQGSRLQW�XVLQJ�D�PDOLFLRXV�SD\ORDG
Ɣ $WWDFNHU�LV�DEOH�

ż 7R�FUDVK�WKH�VHUYHU�WKDW�KDQGOHV�WKH�UHTXHVW�ZLWK�³2XW�RI�0HPRU\´
ż 3RWHQWLDOO\�H[HFXWH�PDOLFLRXV�FRGH

Ɣ 7R�SUHYHQW��
ż $/:$<6�OLPLW�WKH�UHTXHVW�ERG\�VL]H�HLWKHU�LQ�\RXU�DSS�RU�LQ�D�SUR[\�OLNH�1*,1;
ż 1(9(5�HYDOXDWH�XSORDGHG�FRGH�RQ�VHUYHU

0RUH�KWWSV���ZZZ�RZDVS�RUJ�LQGH[�SKS�8QUHVWULFWHGB)LOHB8SORDG

https://www.owasp.org/index.php/Unrestricted_File_Upload


8QUHVWULFWHG�)LOH�8SORDG
([DPSOHV�

Ɣ ³%DUH´�QRGH�MV�VHUYHU�WKDW�KDQGOHV�XSORDGV�GLUHFWO\�
ZLWK��QP
ŧFCVCŨ�EJWPM� ]���_��DQG��QP
ŧGPFŨ��
�� ]���_��HYHQWV

Ɣ (YDOXDWLQJ�XSORDGHG�-DYD6FULSW�RU�%DVK�RQ�VHUYHU



2WKHU�DWWDFN�YHFWRUV
Ɣ %UXWH�IRUFLQJ�±�UDWH�OLPLWLQJ��FDSWFKD
Ɣ 3KLVKLQJ�±�QRWKLQJ�ZH�FDQ�GR��XVHUV�QHHG�WR�ORRN�DW�85/V��8VHU�HGXFDWLRQ�
Ɣ %URNHQ�$XWKHQWLFDWLRQ�±�GRQ¶W�UHLQYHQW�WKH�ZKHHO��XVH�H[LVWLQJ�DXWK�VWDQGDUGV
Ɣ 6HFXULW\�0LVFRQILJXUDWLRQ�±�VRPHWLPHV�WKH�GHIDXOW�FRQILJ�LV�LQVHFXUH
Ɣ 7RNHQV�VHQW�YLD�HPDLO�GRQ¶W�H[SLUH�±�HPDLO�LV�LQVHFXUH��FDQ¶W�EH�WUXVWHG��VR�

HYHU\WKLQJ�VHQW�YLD�HPDLO�PXVW�H[SLUH

https://www.owasp.org/index.php/Brute_force_attack
https://www.owasp.org/index.php/Phishing
https://www.owasp.org/index.php/Broken_Authentication_and_Session_Management


3UHYHQWLYH�0HDVXUHV



&URVV�2ULJLQ�5HVRXUFH�6KDULQJ��&256�
Ɣ 6HW�RI�UHTXHVW�UHVSRQVH�KHDGHUV�VXSSRUWHG�E\�EURZVHUV�VLQFH�a����
Ɣ )HDWXUHV�

ż /LPLW�ZKHUH�\RXU�+773�$3,�FDQ�EH�DFFHVVHG�IURP
ż /LPLW�ZKDW�KHDGHUV�DUH�DOORZHG
ż /LPLW�ZKDW�+773�PHWKRGV�DUH�DOORZHG

Ɣ <RXU�+773�$3,�PXVW�VXSSRUW�126+105�UHTXHVWV�ZLWK�IROORZLQJ�KHDGHUV�
ż $FFHVV�&RQWURO�$OORZ�2ULJLQ
ż $FFHVV�&RQWURO�$OORZ�0HWKRGV
ż $FFHVV�&RQWURO�$OORZ�+HDGHUV
ż HWF�

0RUH�KWWSV���HQ�ZLNLSHGLD�RUJ�ZLNL�&URVV�RULJLQBUHVRXUFHBVKDULQJ�

https://en.wikipedia.org/wiki/Cross-origin_resource_sharing
https://en.wikipedia.org/wiki/Cross-origin_resource_sharing


&RQWHQW�6HFXULW\�3ROLF\��&63�
Ɣ +HDGHU�%QPVGPV�5GEWTKV[�2QNKE[�VXSSRUWHG�E\�EURZVHUV�VLQFH����������
Ɣ )HDWXUHV�

ż /LPLW�ZKHUH�WR�GRZQORDG�PHGLD��IRQWV��VW\OHV��VFULSWV��<RX�FDQ�HYHQ�VLJQ�RU�OLPLW�WR�6+$
ż /LPLW�ZKHUH�WR�PDNH�$-$;�UHTXHVWV
ż /LPLW�ZKDW�IUDPHV�DUH�DOORZHG�DQG�LI�LW¶V�DOORZHG�WR�HPEHG�WKH�ZHE�DSS
ż /LPLW�ZKHUH�WR�VXEPLW�IRUPV�RQ�WKH�SDJH
ż 6DQGER[�PRGH�±�GLVDEOH�HQDEOH�-DYD6FULSW��PRGDOV��SRSXSV��IRUPV��HWF

Ɣ &UXFLDO�IRU�KLJK�VHFXULW\�SDUWV�RI�\RXU�DSS�OLNH�D�ORJLQ�IRUP

0RUH�KWWSV���FRQWHQW�VHFXULW\�SROLF\�FRP

https://content-security-policy.com/
https://content-security-policy.com


What to read/watch

● Open Web-Application Security Project https://www.owasp.org – 
basically wikipedia-like source about web-security 

● Top 10 vulnerabilities 2017 
● Content Security Policy https://content-security-policy.com 
● Cross-Origin Resource Sharing https://en.wikipedia.org/wiki/Cross-

origin_resource_sharing 
● Vincent Haupert – Shut Up and Take My Money! – N26 vulnerabilities 

https://www.youtube.com/watch?v=KopWe2ZpVQI 
● Demos https://github.com/rdner/security-nightmare

https://www.owasp.org
https://www.owasp.org/images/7/72/OWASP_Top_10-2017_(en).pdf.pdf
https://content-security-policy.com/
https://en.wikipedia.org/wiki/Cross-origin_resource_sharing
https://en.wikipedia.org/wiki/Cross-origin_resource_sharing
https://www.youtube.com/watch?v=KopWe2ZpVQI
https://github.com/rdner/security-nightmare


³7UXVW�LV�QRW�D�UHQHZDEOH�UHVRXUFH´
0DWWKHZ�*UHHQ

https://blog.cryptographyengineering.com/2018/09/23/why-im-leaving-chrome/


7KDQN�\RX�
%H�VDIH�


